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Case Study: Ramifications From
Information Security Breach
(legal consequences for businesses)
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Policy Manual (ISPM)
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Computer Lifecycle Plan (CLP)



®SecurityPolicys Payment Card Industry
s iSecurityPolicy.com Data Security Standard (PCI DSS)

support@isecuritypolicy.com

(888) 896-4594 Steps to Compliance

Purchase an Information Security Policy Manual (ISP M)
Requirement #12 of PCI DSS

Take Self-Assessment _ Have users read ISPM &
Questionnaire (SAQ) Publish ISPMto Users  gjqh acknowledgement form
(https://www.pcisecuritystandards.org)

File signed

h acknowledgement
forms and
% equipment
Issue forms in
Implement & enforce

Perform Work with IT Staff
Quarterly

PCI Sean \ 1
l 4

XVHUfV SHUVRQQ

policies folder

Correct Difficiencies  114in users (ongoing) Conduct inventory
Sign & file of computers (annual)

3@ RQILUPDWLRQ RI

&RPSOLDQW 6WDWXV’
form from SAQ

Adapt to new threats &

technology (ongoing) Use inventory to create

Computer Lifecycle Plan (CLP)

SAW
S . . . SA
Validation Self-Assessment Questionnaire (SAQ) Requirements For(r?w
Type
1 Cardnotpresent (e-commerce or mail/telephone-ordants)aitbardholder data functions outsoureeduld A
never apply to faweface merchants.
2 Imprint-only merchants with no electronic caddtekterage B
3 Stand-alone terminal merchants, no electroolideratdta storage B
4 Merchants with POS systems connected to thelotdeatronic cardholder data storage C
5 All other merchants (notincluded in Types 1)-drabaleervice providers defined by a pagntbas lefigible D
complete an SAQ.
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