
No

Payment 
Card 

Industry

State of 
Oregon

Federal 
Trade 

Commission

Civil 
Lawsuits 

(customers)

Due Care
& Due Diligence 

Followed?

PCI DSS SB 583 FACTA ID Theft

Primary Source of Retributions 

Court Decision?
Responsible

(no way to prevent)

Court Decision?
Negligent

(preventable)

Insurance 
Covers 
Losses

Continue 
Business 

Operations

Company 
Covers Fines 
& Lawsuits

Insurance 
�³�1�H�J�O�L�J�H�Q�F�H�´��

Clause by
 Insurer?

Yes

No

Insurance 
Covers 
Losses

Continue 
Business 

Operations

Company 
Implements 

Correct 
Policies

Breach 
Occurs & 

Investigation 
Begins

Payment 
Card 

Industry

State of 
Oregon

Federal 
Trade 

Commission

Civil 
Lawsuits 

(customers)

- Held liable for all 
fraudulent charges

- Fines for non-
compliance

- Loss of merchant
services account

- Held liable for 
replacement costs 
to re-issue new 
cards

- Held liable for 
legal fees and 
�³�F�O�H�D�Q�X�S�´���F�R�V�W�V��

$1,000 fine for 
each occurrence, 

up to $500,000 

$2,500 fine for 
each occurrence

- Unlimited monetary 
damages from 
lawsuits
- Negative publicity

Yes

Possible 
Bankruptcy

(out of business)

Case Study: Ramifications From 
Information Security Breach

(legal consequences for businesses)

�'�X�H���W�R���³�Q�H�J�O�L�J�H�Q�F�H�´���I�L�Q�G�L�Q�J, the breached 
company is held financially liable for ALL 

judgments. Insurance coverage will not cover 
losses due to negligence clause in policy. 

Likely outcome for the company is bankruptcy! 

PCI DSS SB 583 FACTA ID Theft

Yes

No

www.iSecurityPolicy.com 
support@isecuritypolicy.com

(888) 896-4594



Implement & enforce
policies

Train users (ongoing)

Purchase an Information Security
Policy Manual (ISPM)

Have users read ISPM & 
sign acknowledgement form

Use inventory to create
Computer Lifecycle Plan (CLP)

Correct Difficiencies

Steps to Implement An 
Information Security
Policy Manual (ISPM)

Publish ISPM to Users

Work with IT Staff

Adapt to new threats & 
technology (ongoing)

Conduct inventory
of computers (annual)

File signed 
acknowledgement 

forms and equipment
�,�V�V�X�H���I�R�U�P�V���L�Q���X�V�H�U�¶�V��

personnel folder

www.iSecurityPolicy.com 
support@isecuritypolicy.com

(888) 896-4594



Implement & enforce
policies

Train users (ongoing)

Purchase an Information Security Policy Manual (ISP M)
Requirement #12 of PCI DSS

Have users read ISPM & 
sign acknowledgement form

Use inventory to create
Computer Lifecycle Plan (CLP)

Correct Difficiencies

Payment Card Industry 
Data Security Standard (PCI DSS) 

Steps to Compliance

Publish ISPM to Users

Work with IT Staff

Adapt to new threats & 
technology (ongoing)

Conduct inventory
of computers (annual)

File signed 
acknowledgement 

forms and 
equipment

Issue forms in 
�X�V�H�U�¶�V���S�H�U�V�R�Q�Q�H�O��

folder

Take Self-Assessment
Questionnaire (SAQ)

(https://www.pcisecuritystandards.org)

Sign & file
�³�&�R�Q�I�L�U�P�D�W�L�R�Q���R�I

�&�R�P�S�O�L�D�Q�W���6�W�D�W�X�V�´
form from SAQ

SAW 
Validation 

Type
Self-Assessment Questionnaire (SAQ) Requirements

SAQ 
Form

1
Card-not-present (e-commerce or mail/telephone-order) merchants, all cardholder data functions outsourced. This would 
never apply to face-to-face merchants.

A

2 Imprint-only merchants with no electronic cardholder data storage B

3 Stand-alone terminal merchants, no electronic cardholder data storage B

4 Merchants with POS systems connected to the Internet, no electronic cardholder data storage C

5
All other merchants (not included in Types 1-4 above) and all service providers defined by a payment brand as eligible to 
complete an SAQ.

D

www.iSecurityPolicy.com 
support@isecuritypolicy.com

(888) 896-4594

Perform 
Quarterly 
PCI Scan
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