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Policy: Information Security Overview 

Target Audience: All [Users, Technical & Management] 

 
1.0   Information Security Overview 

 
1.1. Overview 

 
This document is comprised of policies, procedures, standards, and guidelines (PPSG) that are 
incorporated into and are part of Cogent Logik, LLC’s (Cogent Logik) Information Security Policy Manual 
(ISPM).  
 
Local, state, Federal and international laws prohibit the abuse of computers and other electronic 
resources. In addition to internal Cogent Logik disciplinary actions, up to and including termination of 
employment, violators may be reported to law enforcement authorities and be subject to prosecution in 
civil and/or criminal court. 

 

1.2. Purpose 
 

The purpose of this Information Security Policy Manual (ISPM) is to provide a comprehensive framework 
for: 
 

� Creating an Information Security Management System (ISMS) in accordance with ISO 17799. 
� Protecting the confidentiality, integrity, and availability of Cogent Logik information assets and 

information resources. 
� Protecting Cogent Logik, its employees, and its clients from illicit use of Cogent Logik information 

assets and information resources. 
� Ensuring the effectiveness of Information Security controls over information assets and 

information resources that support Cogent Logik’s operations. 
� Recognizing the highly networked nature of the current computing environment and provide 

effective company-wide management and oversight of those related Information Security risks. 
� Provide for development and maintenance of minimum controls required to protect Cogent 

Logik’s information assets and information resources. 
� Provide a mechanism for improved oversight of Cogent Logik’s Information Security programs. 

 

1.3. Scope 
 

These policies, procedures, standards and guidelines (PPSG) apply to all employees, contractors, 
subcontractors, consultants, temporaries, guests, and any third-party that utilize Cogent Logik information 
assets or information resources. All information assets and information resources used by and in support 
of Cogent Logik business operations must comply with the provisions of this policy. 
 

1.4. Policy 

 
1.4.1.  Key Terminology 

 
Company: Cogent Logik, its owners, partners, affiliates and subsidiaries. 
 
User: Employees, contractors, consultants, temporaries, and other workers, including all personnel 
affiliated with third-parties, who use Cogent Logik information assets or information resources. 
 
Information Asset: A component of an information system or network that can be defined, scoped, and 
managed. Includes, but is not limited to, computers, workstations, laptops, servers, routers, switches, 
firewalls, and Personal Communication Devices (PCDs). 
 
Information Resource: A data resources that is maintained in electronic or digital format. Data may be 
accessed, searched, or retrieved via electronic networks or other electronic data processing technologies. 
 
Information Security: A term that covers the protection of information against unauthorized disclosure, 
transfer, modification, or destruction, whether accidental or intentional. Focus is on the confidentiality, 
integrity, and availability of data. 
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Least Privilege: A theory of restricting access by only allowing users or processes the least set
privileges necessary to complete a specific job or function.
 
Confidentiality: A term describing the state of being secret. Confidentiality is the guarantee that data is not 
divulged to unauthorized entities or processes.
 
Integrity: A term describing the protection against unauthorized modification or destruction of information. 
Integrity is a state in which information has remained unaltered from the point it was produced by a 
source, during transmission, storage, and eventual receipt by the destinati
 
Availability: A term describing the ability of information assets or information resources being accessible 
and usable upon demand by an authorized entity or process.
 
Non-Repudiation: A term describing the concept of ensuring that an event or action 
denied by either of the parties involved. Non
 
Encryption: A term describing the conversion of data from its original form to a form that can only be read 
by someone that can reverse the
unauthorized disclosure of data. 
 
Personally Identifiable Information (PII)
combination with one or more personal attributes, 
license number, state identification card number, credit card number, or bank account number in 
combination with any required security code, access code, or password that would permit access to an 
individual’s financial account 
 
Reference Appendix A for a complete listing of terms and definitions.
 

1.4.2.  Policies, Procedures, 

Information Security policies are comprised of four parts: the core policy,
followed, the measureable standard used to quantify the policy, and guidelines that are recommended, 
but not mandatory. 
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In order to communicate effectively, Cogent Logik will use the following common definitions for Policies, 
procedures, standards, and guidelines (PPSG): 
 

1.4.2.1.  Policies 
 

A policy outlines specific requirements or rules that must be met.  
 

1.4.2.2.  Procedures 
 

A procedure is a formalized set of steps, or series, of activities that must carried out to accomplish a task 
or operation.  
 

1.4.2.3. Standards 
 

A standard is a collection of system-specific or procedural-specific requirements that must be met. 
 

1.4.2.4.  Guidelines 
 

A guideline is a collection of system-specific or procedural-specific "suggestions" for best practice. They 
are not requirements to be met, but are strongly recommended and should be followed. 
 

1.4.3.   Applicability 
 

These PPSG apply to all users. These PPSG equally apply to all information assets that are owned, 
leased, or maintained by Cogent Logik.  Any user found to have violated any PPSG may be subject to 
disciplinary action, up to and including termination of employment. Violators of local, state, Federal, 
and/or international law will be reported to the appropriate law enforcement agency for civil and/or 
criminal prosecution. 
 
Cogent Logik reserves the right to revoke, change, or supplement these PPSG at any time without notice. 
Such changes shall be effective immediately upon approval by management, unless otherwise stated.  
 
In a condition for employment, Cogent Logik employees, contractors, subcontractors, consultants, 
temporaries, guests, and any third-party agree to indemnify, defend and hold harmless Cogent Logik, 
subsidiaries and affiliated companies, and each of their respective officers, directors, employees, 
shareholders and agents (each an "indemnified party" and, collectively, "indemnified parties") from and 
against any and all claims, damages, losses, liabilities, suits, actions, demands, proceedings (whether 
legal or administrative), and expenses (including, but not limited to, reasonable attorney's fees) 
threatened, asserted or filed by a third-party against any of the indemnified parties arising out of or 
relating to employee’s gross negligence and/or misconduct. The terms of this section shall survive any 
termination of employment. 
 

1.4.4.  Version 
 

The official version of this ISPM will be maintained in an electronic format (e.g. PDF), accessible to all 
users who utilize Cogent Logik resources. Any and all digital or printed copies are valid and applicable as 
of the version currently used by Cogent Logik. ISPM version number is located on the bottom center 
portion of each page. 
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Appendix B. User Policy Acknowledgement Form 

 
 
 

Cogent Logik, LLC 
 (Cogent Logik) 

 
Information Security Policy Manual Acknowledgement 

 
 
I,       , acknowledge I received a copy (digital or print) of 
Cogent Logik’s Information Security Policy Manual (ISPM). I acknowledge I read and understand all the 
information contained within the Cogent Logik ISPM and I agree to abide by Cogent Logik’s policies, 
procedures, standards, and guidelines. 
 
I acknowledge that if I do have any questions regarding any information within Cogent Logik’s ISPM, it is 
my responsibility to address those issues with my supervisor for further clarification. I acknowledge that 
ignorance is not an excuse and I take full responsibility for my actions and the actions I fail to do. I 
acknowledge that failure on my part to practice due care and due diligence may also result in the 
termination of my employment for cause. 
 
I agree to indemnify, defend and hold harmless Cogent Logik, its subsidiaries and affiliated companies, 
and each of its respective officers, directors, employees, shareholders and agents (each an "indemnified 
party" and, collectively, "indemnified parties") from and against any and all claims, damages, losses, 
liabilities, suits, actions, demands, proceedings (whether legal or administrative), and expenses 
(including, but not limited to, reasonable attorney's fees) threatened, asserted or filed by a third-party 
against any of the indemnified parties arising out of or relating to any and all gross negligence and/or 
misconduct on my part.  
 
The terms of this acknowledgement shall survive any termination of employment. 
 
 
 
 
              
User Name / Title     Signature & Date 
 
 
 
 
              
User’s Supervisor / Manager    Signature & Date 
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Appendix C. User Equipment Receipt of Issue 

 
 

Cogent Logik, LLC  
(Cogent Logik) 

 
User Equipment Receipt of Issue 

 
 

Item Description Qty Make Model Serial # Notes 
1 Desktop      

2 Monitor      

3 Laptop w/ power cord      

4 Laptop case      

5 Docking station      

6 Cell phone w/ charger      

7 PDA w/ charger      

8 Printer      

9 Scanner      

10       

11       

12       

13       

14       

15       

 
Ownership: 
I acknowledge that the item(s) listed in the table above, including all applicable software and licenses, 
remain the property of Cogent Logik. These information assets are to be used solely in the execution of 
my official duties with Cogent Logik. These information assets shall be accessible to Cogent Logik upon 
demand and that Cogent Logik may request and receive any and all of these items in my possession at 
any time. 
 
Maintenance: 
I acknowledge I am responsible to for the due care and due diligence in protecting these items from loss, 
theft, damage or compromise. I agree to keep the Cogent Logik informed of any repair or upgrade 
requirements.  
 
If loss is deemed negligent on my behalf, I understand Cogent Logik may seek financial reimbursement 
for the equipment based on the outcome of an investigation into the loss or damage of the information 
asset. I acknowledge that failure on my part to practice due care and due diligence may also result in the 
termination of my employment for cause. 
 
I acknowledge my responsibilities for the equipment listed above and I verify the accuracy of the 
information associated with the items listed above (e.g. quantity, make, model, and serial #). 
 
 
 
              
User Name / Title     Signature & Date 
 
 
              
User’s Supervisor / Manager    Signature & Date 
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Appendix D. Contractual Service Provider (CSP) Nondisclosure Agreement Form 

 
 

This Nondisclosure Agreement (the “Agreement”) is entered into by and between Cogent Logik, LLC (“Disclosing 
Party”) and          ________________________________                     (“Receiving Party”) for the purpose of 
preventing the unauthorized disclosure of Confidential Information as defined below. The parties agree to enter into a 
confidential relationship with respect to the disclosure of certain proprietary and confidential information (“Confidential 
Information”). 
 
1. Definition of Confidential Information. For purposes of this Agreement, “Confidential Information” shall be 

defined as: 
 

Technical and business information relating to proprietary ideas, patentable ideas and/or trade secrets, 
existing and/or contemplated products and services, research and development, production, costs, profit 
and margin information, finances and financial projections, customers, clients, marketing, and current or 
future business plans and models, regardless of whether such information is designated as "Confidential 
Information" at the time of its disclosure. 

 
2. Exclusions from Confidential Information. Receiving Party’s obligations under this Agreement do not extend to 

information that is: (a) publicly known at the time of disclosure or subsequently becomes publicly known through no 
fault of the Receiving Party; (b) discovered or created by the Receiving Party before disclosure by Disclosing Party; 
(c) learned by the Receiving Party through legitimate means other than from the Disclosing Party or Disclosing 
Party’s representatives; or (d) is disclosed by Receiving Party with Disclosing Party’s prior written approval. 
 
3. Obligations of Receiving Party. Receiving Party shall hold and maintain the Confidential Information in strictest 

confidence for the sole and exclusive benefit of the Disclosing Party. Receiving part is responsible for ensuring the 
confidentiality and integrity of the data. Receiving Party shall carefully restrict access to Confidential Information to 
employees, contractors and third parties as is reasonably required and shall require those persons to sign 
nondisclosure restrictions at least as protective as those in this Agreement. Receiving Party shall not, without prior 
written approval of Disclosing Party, use for Receiving Party’s own benefit, publish, copy, or otherwise disclose to 
others, or permit the use by others for their benefit or to the detriment of Disclosing Party, any Confidential 
Information. Receiving Party shall return to Disclosing Party any and all records, notes, and other written, printed, or 
tangible materials in its possession pertaining to Confidential Information immediately if Disclosing Party requests it in 
writing. 
 
4. Time Periods. The nondisclosure provisions of this Agreement shall survive the termination of this Agreement and 

Receiving Party’s duty to hold Confidential Information in confidence shall remain in effect until the Confidential 
Information no longer qualifies as a trade secret or until Disclosing Party sends Receiving Party written notice 
releasing Receiving Party from this Agreement, whichever occurs first. 
 
5. Relationships. Nothing contained in this Agreement shall be deemed to constitute either party a partner, joint 

venture or employee of the other party for any purpose. 
 
6. Severability. If a court finds any provision of this Agreement invalid or unenforceable, the remainder of this 

Agreement shall be interpreted so as best to effect the intent of the parties. 
 
7. Integration. This Agreement expresses the complete understanding of the parties with respect to the subject 

matter and supersedes all prior proposals, agreements, representations and understandings. This Agreement may 
not be amended except in a writing signed by both parties. 
 
8. Waiver. The failure to exercise any right provided in this Agreement shall not be a waiver of prior or subsequent 

rights.  
 
This Agreement and each party’s obligations shall be binding on the representatives, assigns and successors of such 
party. Each party has signed this Agreement through its authorized representative. 
 
 
Contractual Service Provider (CSP): _____________________________________________________________ 
 
 
CSP Agent: ________________________ __ _   CSP Agent: ___________________________________ 
  (Typed or Printed Name)     (Signature) 
 
Date: ____________________________ 
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Appendix E. Incident Response Form 

 
 

Cogent Logik, LLC  
(Cogent Logik) 

 

Incident Report 

System:  Date:  Time:  

Submitted By:  Location:  

Submitted To (supervisor’s name):  

Description of Problem (Who, What, Where, When, Why, and How) 

 

 

 

 

 

Damage Assessment 

 

 

 

 

 

Steps Taken to Restore Service / Remedy Problem 

 

 

 

 

Time Required to Restore Service / Remedy Problem 

 

 

 

Resources Used 

 

 

 

Changes Requested / Needed to Update Information Security Procedures 
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Appendix F. Chief Information Security Officer (CISO) Appointment Orders 

 
 

Cogent Logik, LLC  
(Cogent Logik) 

 
Duty Description:  The Chief Information Security Officer (CISO) is the top security executive at Cogent 
Logik. The CISO reports directly to the Chief Executive Officer (CEO). The CISO oversees and 
coordinates security efforts company-wide, including but not limited to, information technology, human 
resources, communications, legal, facilities management, and physical security.  The CISO will identify 
security initiatives and standards.  
 
Responsibilities: 

� Oversee network administrators and vendors who safeguard Cogent Logik’s assets, intellectual 
property and computer systems, as well as the physical safety of employees and visitors.  

� Identify protection goals, objectives and metrics consistent with corporate strategic plan.  
� Manage the development and implementation of security policies, standards, guidelines and 

procedures to ensure the ongoing maintenance of security. Physical protection responsibilities will 
include asset protection, workplace violence prevention, access control systems, and surveillance. 
Information protection responsibilities will include network security architecture, network access 
and monitoring policies, user education and awareness training, and incident response.  

� Maintain relationships with local, state and federal law enforcement and other related government 
agencies and keep abreast of current and emerging threats. 

� Oversee incident response planning as well as the investigation of security breaches, and assist 
with disciplinary and legal matters associated with such breaches as necessary.  

� Work with outside consultants as appropriate for independent security audits. 
 
Qualifications: 

� Must be an intelligent, articulate and persuasive leader who can serve as an effective member of 
the senior management team and who is able to communicate security-related concepts to a broad 
range of technical and non-technical staff.  

� Should have experience with business continuity planning, auditing, and risk management, as well 
as contract and vendor negotiation.  

� Must have strong working knowledge of pertinent laws and the law enforcement community.  
� Must have a solid understanding of information technology and Information Security. 

 

 
 
I,        of Cogent Logik,  
   (CEO or Designated Corporate Officer) 
 
hereby appoint the following as Chief Information Security Officer (CISO):      
 
 
Effective as of:       Authorized:         
   (date)    (Signature of Corporate Officer) 

 
 
 
I,       , an employee of Cogent Logik, 
    (Full Name of Appointee) 
 
understand and hereby accept the responsibilities of the CISO, as defined by these appointment orders. 
 
 
             

(Signature of CISO)     (date)  


