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Information Security Overview

1.1. Overview
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1.2. Purpose
8 & 5 0 51 - 7/
. & 5 51 " C t# 22--
n " % % " - $ , / "
L] , M oo . 7
- 4 - & - 1]
, M
= 3 A C 7/ )
- 6C" - " /
. . - >
, N
] - - , Nt
1.3. Scope
8 b b 0 ?1 b b
$ b b b b 6 A , [/
" $ "
, /'$ C '
1.4. Policy
1.4.1. Key Terminology
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1.4.2. Policies, Procedures, Standards & Guidelines
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[establishes proper steps to take]

POLICY

[identifies issue & scope]
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1.4.2.1. Policies
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1.4.2.2. Procedures
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1.4.2.3. Standards
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1.4.3. Applicability
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Appendix B.  User Policy Acknowledgement Form

Cogent Logik, LLC
(Cogent Logik)

Information Security Policy Manual Acknowledgement
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User Name / Title Signature & Date
User’s Supervisor / Manager Signature & Date
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Appendix C.

User Equipment Receipt of Issue

Cogent Logik, LLC
(Cogent Logik)

User Equipment Receipt of Issue

Item

Description Qty

Make Model Serial #

Notes

Ownership:
¢/ C" 01

Maintenance:
¢/ CT"od $
g

User Name / Title

H1

Signature & Date

User’s Supervisor / Manager

Signature & Date




Appendix D. Contractual Service Provider (CSP) Nondisclosure Agreement Form
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Appendix E.  Incident Response Form

Cogent Logik, LLC
(Cogent Logik)

Incident Report

System: Date: Time:

Submitted By: Location:

Submitted To (supervisor’s name):

Description of Problem (Who, What, Where, When, Why, and How)

Damage Assessment

Steps Taken to Restore Service / Remedy Problem

Time Required to Restore Service / Remedy Problem

Resources Used

Changes Requested / Needed to Update Information Security Procedures




Appendix F.  Chief Information Security Officer (CISO) Appointment Orders
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